
Essential insights for 
businesses to 
understand and 
combat fraud.

FRAUD 
WATCH

Partners

In Protection

Online at:

INBANK.COM

Every business faces the looming threat of 

fraud. Discover insights on protective 

measures you can take now to offset the 

ongoing risks facing local business owners.



Partnership Secures Protection 
ON EVERY LEVEL

ALARMING SURGE IN PAYMENTS AND CHECK FRAUD....PAGE    3

HOW BUSINESSES CAN PROTECT THEMSELVES...............PAGE    4

WHAT FRAUD RISK IS YOUR INDUSTRY FACING?.............PAGE    5

HOW YOU CAN MITIGATE THE HIDDEN THREAT..............PAGE 10

TEN STRATEGIES FOR FINANCIAL PROTECTION...............PAGE 11

EXPENSE MANAGEMENT PLATFORMS AND FRAUD.........PAGE 14

DIGITAL WALLETS THE ULTIMATE FRAUD DEFENSE.........PAGE 16

TIPS TO EDUCATE EMPLOYEES..........................................PAGE 18

THREE STEPS TO START TODAY.........................................PAGE 20

In an increasingly digital world, the threat of fraud looms larger 
than ever, posing significant risks to businesses of all sizes. As 
your trusted financial partner, we understand that navigating the 
complexities of fraud prevention is paramount to safeguarding 
your assets and reputation. 

This edition of Fraud Watch delves into the essential strategies 
for understanding and mitigating fraud risk, equipping you with 
the knowledge and tools needed to protect your organization 
from emerging threats. From recognizing the latest fraud tactics 
to implementing robust safeguards, we’re here to empower you 
in creating a secure financial environment for your business. Join 
us as we explore the critical steps to fortify your defenses against 
fraud.
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Suspicious Activity Reports (SARs) related to 
check fraud and mail theft have surged, 
showing increases of 40% and 57%, 
respectively, signaling a growing crisis in mail-
related check fraud.

As the business landscape becomes 
increasingly digital, the rise of check fraud may 
seem counterintuitive. However, vulnerabilities 
in delivery channels, especially the U.S. Postal 
Service (USPS), have allowed criminals to 
thrive. Mail theft has escalated, with thieves 
targeting both mailboxes and postal facilities, 
enabling them to intercept checks and alter 
key details such as the payee and amount.
 
Small to mid-sized businesses are particularly 
hard-hit, with the FBI estimating that check 
fraud schemes cost U.S. businesses billions of 
dollars each year. The growing threat 
necessitates that organizations adopt robust 
preventative measures, including enhanced 
fraud detection systems and staff training 
programs.
 
In summary, as payments fraud rises, 
particularly in the realm of check transactions, 
organizations must remain vigilant and 
proactive in safeguarding their financial assets. 
By fostering a culture of fraud awareness and 
implementing comprehensive protective 
strategies, businesses can better navigate the 
evolving landscape of payment fraud and 
mitigate its damaging effects.

In 2023, payments fraud reached 
unprecedented levels, with 80% of 
organizations reporting attempted or actual 
fraud attacks. Despite advances in fraud 
awareness and control measures, criminals 
remain tenacious, particularly exploiting email 
as a low-cost yet effective avenue for attacks. 
While many organizations have implemented 
email alerts and staff training to mitigate these 
risks, email fraud continues to pose a significant 
threat.
 
Checks, despite their vulnerabilities, remain a 
staple in business transactions, with 75% of 
organizations planning to continue their use. 
Recent trends reveal an alarming rise in fraud 
schemes targeting mailed checks, with 
criminals intercepting and altering them. In fact, 
21% of organizations reported instances of 
USPS mail fraud this year.
 
According to the Association for Financial 
Professionals (AFP), a staggering 30% of 
organizations that experienced successful fraud 
attempts were unable to recover the lost funds. 
This statistic underscores the urgent need for 
prevention and early detection strategies, 
making fraud awareness a collective 
responsibility within organizations.
 
Although the overall rate of check fraud has 
decreased since 2010, checks remain the most 
targeted payment method. In 2023, 65% of 
organizations reported attempts at check fraud. 
The continued high volume of check usage, 
despite an 8% decrease in the number 
processed over the last five years, indicates a 
persistent vulnerability.

The Alarming Surge 
in Payments and Check Fraud 
A CALL FOR ENHANCED PROTECTIONS

65% of organizations 
reported attempts at 
check fraud.
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How Businesses Can 
Protect Themselves

One of the most effective tools in the fight against check fraud is Positive Pay. This 
automated service provided by InBank matches checks presented for payment against a 
list of checks issued by the business. If a check is presented that doesn’t match the list, 
the bank flags it for review, allowing the business to confirm its authenticity before 
payment is made. Positive Pay can dramatically reduce the likelihood of fraud, as any 
discrepancies are caught before they can cause harm. ACH Positive Pay provides an 
additional layer of protection, blocking or filtering ACH debits to those only from trusted 
vendors. These services are simple and quick implementations that provide immense 
value in reducing your financial risk. Reach out to your banker today to add this safety 
measure to your account.

Adopt Positive Pay

Where possible, businesses should consider moving to electronic payment methods 
such as ACH transfers, online bill pay services, or strategic commercial credit card 
programs with virtual cards. These methods are not only faster and more convenient 
but also significantly reduce the risk of fraud associated with physical checks. Further, 
virtual cards are a single use 16 digit card number that directly tie to a specific invoice, 
reducing fraud risk and streamlining reconciliation.

Move to Electronic Payments

For businesses that continue to use checks, it’s crucial to take steps to secure outgoing 
and incoming mail. This can include using a secure mailbox, regularly collecting mail, 
and considering the use of registered mail for high-value checks.

Secure Your Mail

Businesses should regularly monitor their bank accounts by reconciling daily to 
identify any unauthorized transactions. The sooner fraudulent activity is detected, the 
quicker it can be addressed, minimizing potential losses.

Regularly Monitor Bank Accounts

Finally, businesses should educate their employees about the risks of check fraud and 
the importance of vigilance. Employees who are aware of the threat are more likely to 
spot suspicious activity and take the necessary steps to prevent fraud. (For more 
information, see page 18.)

Educate Employees



What fraud risk 
is your industry 
facing?

Fraud statistics vary widely across 
different industries. Here are some key 
fraud facts by industry to consider if you 
are a business leader tasked with the 
protection of these assets. These statistics 
underscore the significant financial impact 
that fraud can have on any organization. 
They also highlight the importance of 
implementing robust security measures to 
protect against such threats.

The Facts
On Industry Fraud
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Healthcare Providers 
Healthcare providers deal with sensitive personal and financial information that must be 
protected against identity theft and fraud. Encryption, compliance with regulations (like 
HIPAA), and identity verification are crucial.

The healthcare industry faces an average cost of $429 per breached record, 
according to IBM’s 2023 Cost of a Data Breach Report.

Fraud Facts:

E-Commerce Businesses
E-commerce platforms and payment processors are frequent targets for fraud, such as 
credit card fraud and account takeovers. They require strong encryption, real-time 
monitoring, and customer authentication tools.   

Global ecommerce fraud is increasing, with losses predicted to exceed $48 billion in 
2023-2024, according to MasterCard.
North America has the highest fraudulent transaction value globally, accounting for 
over 42% of ecommerce fraud per Juniper Research. This is attributed to the volume 
of data breaches across the region, along with the everyday availability of stolen 
cards, according to MasterCard.

Fraud Facts:

Education
With large databases of student financial information, educational institutions need to 
protect against fraud and ensure the security of their payment systems and student 
accounts.

Malwarebytes called 2023 “the worst ransomware year on record” for the education 
sector, reporting an increase of 105% for the K-12 sector, and a 70% increase in 
attacks against higher education.
Higher education fraud, including financial aid fraud, was estimated to cost U.S. 
institutions over $100 million annually, based on U.S. Department of Education data.

Fraud Facts:
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Retail Businesses
Retailers, particularly those with point-of-sale (POS) 
systems, need tools to protect against payment fraud, data 
breaches, and phishing attacks. MFA and encryption are 
essential here. 
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Online retail merchants were responsible for 58% of 
total fraud and breach investigations, while brick and 
mortar retail merchants made up 20%, according to 
Visa’s 2023 Biannual Threats Report.
Return fraud, is responsible for over $100 billion in 
losses annually, according to the National Retail 
Federation’s 2023 Consumer Returns in the Retail 
Industry Report.

Fraud Facts:

Real Estate Firms
These businesses handle large transactions and need to 
secure client information against fraud. MFA, real-time 
monitoring, and compliance with financial regulations are 
important.  Further, seller impersonation fraud is a growing 
problem.

In 2021, real estate wire fraud cost U.S. victims more 
than $350 million, according to the FBI’s Internet Crime 
Complaint Center.
The FBI reported almost 10,000 Americans were 
victims of real estate scams in 2023, losing over $145 
million.
Business email compromise (BEC) scams in real estate 
are increasing, contributing to these significant losses.

Fraud Facts:

Telecommunications
These companies manage customer accounts with sensitive 
billing information and are targets for identity theft and fraud. 
They require robust customer authentication and transaction 
monitoring.

Telecommunications fraud, including subscription fraud 
and account takeovers, cost the global telecom industry an 
estimated $38.95 billion in 2023, according to the 
Communications Fraud Control Association (CFCA).
SIM swap fraud, a growing issue, accounted for $50 million 
in losses in 2023 in the U.S., as reported by the FBI.

Fraud Facts:



Non-Profits
Non-profits that handle donations and financial 
transactions need to protect donor information and ensure 
compliance with financial regulations. Tools for fraud 
detection and data encryption are key.

Non-profit fraud, often through embezzlement or 
donation scams, costs the sector an estimated $5.4 
billion annually in the U.S., according to the Association 
of Certified Fraud Examiners’ (ACFE) 2022 Report to 
the Nations.
The ACFE’s 2022 Global Fraud Study reported that 
10% of all fraud cases involved non-profit organizations.

Fraud Facts:

Travel  & Hospitality
These businesses process large numbers of transactions and 
handle sensitive customer information, making them targets 
for fraud. Real-time transaction monitoring and customer 
authentication are essential.

Online travel booking fraud led to estimated losses of 
$4 billion globally in 2021, according to a study by 
Juniper Research.
Fraudulent bookings and chargebacks cost airlines and 
hotels approximately $3.2 billion annually, as per Sift’s 
2021 Digital Trust and Safety Index.

Fraud Facts:

Government 
Government agencies that process financial transactions and 
manage personal data need strong security measures, 
including compliance tools and encryption.

The Internal Revenue Service (IRS) reported $5.5 billion in 
tax fraud in 2023, according to their 2023 Annual Report.
Fraud related to pandemic relief programs, such as 
unemployment insurance, was reported to total $8.8 
billion in 2023, according to the IRS 2023 Annual Report.
Social Security imposter scams impacted 17,995 
individuals and totaled $46 million in losses in 2022, 
according to LexisNexis 2023 Fraud Trends.

Fraud Facts:



Manufacturing
These companies often have complex supply chains that can 
be vulnerable to fraud and cyberattacks. Vendor risk 
management and secure transaction tools are critical. 

Fraud costs victims an estimated $500 million to $700 
million in freight payments annually, according to the 
Transportation Intermediaries Association.
40% of companies experienced fraud in their supply 
chains in 2022, according to the PwC Global Economic 
Crime and Fraud Survey.

Fraud Facts:

Law Firms
Law firms that manage trust accounts or client funds need 
to protect against fraud with strong encryption, real-time 
monitoring, and regular security audits. Due to inadequate 
security measures, most ransomware attacks are on small 
and medium-sized firms.

Cybercrime targeting law firms, including ransomware 
and data breaches, increased by 24% in 2021, 
according to the ABA TechReport.
Professional service firms make up only 14% of the 
businesses in the US but make up over 25% of 
ransomware attacks.

Fraud Facts:

Insurance
Insurance companies handle sensitive financial and 
personal data, making them targets for fraud. They need 
robust fraud detection, compliance tools, and customer 
authentication.

Insurance fraud in the U.S. costs an estimated $308.6 
billion annually, according to the Coalition Against 
Insurance Fraud.
Healthcare insurance fraud alone accounts for $68 
billion of these losses, per NHCAA estimates.

Fraud Facts:
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In today’s age of email, text, and instant messaging 
apps we are inundated with messages. It’s often 
easy to overlook risk at our fingertips, and less 
than 60% of organizations have created written 
policies and procedures to safeguard their 
companies against business email compromise 
and imposter fraud. 

We must remain diligent in all of our interactions, 
and encourage a culture of raising your hand if 
something doesn’t look right. Fraudsters are often 
clever – infiltrating your email systems before you 
know they’re there. Often times they monitor 
executive email traffic over a period of time to 
mimic how a CFO sends wire requests to accounts 
payable staff. They lurk in the background of 
servers until they strike – often sending a wire 
request under the guise of being highly 
confidential, and asking the payables clerk not to 
share the request with others inside the 
organization.

Encourage your staff among all levels and 
departments to validate senders and payment 
requests. If something seems off, it usually is.

Mitigating fraud risks requires a blend of advanced 
technology, regulatory compliance, and 
awareness. Implementing these strategies will help 
you better protect against the increasingly 
sophisticated threat landscape we are facing today.

These ten strategies are helpful in mitigating 
banking fraud risks because they address various 
aspects of security, from technological defenses to 
human behavior, creating a comprehensive 
approach to protecting your business. In essence, 
these strategies work together to create multiple 
layers of defense against fraud, making it harder 
for criminals to succeed and easier for you to 
detect and respond to threats quickly.

How You Can Mitigate 
the Financial Threat
STRATEGIES FOR MANAGING 
BUSINESS FRAUD RISKS 



Encryption and 
Data Security

AI/Machine 
Learning

Mitigating
Bank Fraud

Multi-Factor 
Authentication

Zero Trust 
Architecture

Security Audits

Deploy 
Blockchain

Employee 
Education

Transaction 
Monitoring

Regulatory 
Compliance

Risk 
Management

Ten Strategies for 
Stronger Financial Protection

Safeguards For Your Success
With cybercriminals constantly developing new tactics, it is essential for businesses
and its employees to stay informed and proactive. These ten strategies outline the 
steps you can take to protect your bank accounts and personal information, 
empowering you to safeguard your reputation and financial well-being.
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4. Adopt Zero Trust Architecture
Implement a Zero Trust model that requires strict 
verification for every person and device trying to 
access network resources, minimizing the risk of 
internal threats.

 Why It’s Helpful: Zero Trust assumes that no one, 
whether inside or outside the network, can be 
trusted by default. By requiring continuous 
verification, it minimizes the risk of insider threats 
and reduces the attack surface. Through fraud 
awareness programs like these as well as 
educational resources, workshops, or webinars 
InBank works to help you recognize and avoid 
common fraud schemes like phishing or identity 
theft.
 
5. Conduct Regular Security Audits and 
Penetration Testing
Perform regular audits and tests to identify 
vulnerabilities in systems and processes, 
addressing them before they can be exploited.

Why It’s Helpful: Regular audits and tests identify 
weaknesses in systems and processes that could 
be exploited by attackers. By proactively 
addressing these vulnerabilities, you can prevent 
potential fraud. InBank’s compliance-based 
account services ensure your business is 
complying with regulations such as AML (Anti-
Money Laundering) and KYC (Know Your 
Customer), helping to protect you from fraud.

 6. Strengthen Employee Education/Awareness
Provide employees with resources and training to 
recognize phishing attacks, social engineering, 
and other common fraud tactics.

Why It’s Helpful: Educated employees are less 
likely to fall victim to phishing, social engineering, 
and other common fraud tactics. When 
employees recognize these threats, they can take 
steps to protect themselves and report suspicious 
activity. 

1. Implement Multi-Factor Authentication (MFA)
Require multiple forms of verification (e.g., 
biometrics, one-time passwords) to authenticate 
users, reducing the risk of unauthorized access.

Why It’s Helpful: MFA adds an extra layer of 
security by requiring multiple forms of 
identification. Even if one factor (like a password) is 
compromised, additional factors (like a fingerprint 
or a one-time code) make it much harder for 
fraudsters to gain access to accounts. InBank is 
helping businesses by offering mobile banking 
apps with built-in MFA, requiring a fingerprint or 
face recognition in addition to a password.
 
2. Use AI and Machine Learning for Fraud 
Detection
Deploy AI-driven systems that can analyze 
transaction patterns and detect anomalies in real-
time, flagging potentially fraudulent activities.

Why It’s Helpful: AI and machine learning can 
analyze vast amounts of transaction data in real 
time, learning to identify patterns that indicate 
fraudulent behavior. This allows for quick 
detection and response, minimizing the impact of 
fraud. InBank provides fraud alert services that 
notify you via SMS, email, or phone if suspicious 
activity is detected on your account.
 
3. Enhance Encryption and Data Security
Encrypt sensitive data both in transit and at rest to 
protect it from unauthorized access, and ensure 
compliance with the latest security standards.

Why It’s Helpful: Encryption makes data 
unreadable to unauthorized users, protecting 
sensitive information like account details and 
personal data from being intercepted or accessed 
by cybercriminals. InBank’s secure online banking 
offers an encrypted online banking platform that 
secures your data during transactions and account 
management.
 

10 Fraud Protection Strategies
FOR STRONGER FINANCIAL PROTECTION
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9. Strengthen Vendor and Third-Party Risk 
Management
Ensure that third-party vendors adhere to strict 
security standards and conduct regular 
assessments to prevent supply chain 
vulnerabilities.

Why It’s Helpful: Third-party vendors can be a 
weak link in security. By ensuring they adhere to 
strict security standards, you can reduce the risk 
of vulnerabilities being introduced through the 
supply chain. 

10. Deploy Blockchain for Secure Transactions
Leverage blockchain technology to enhance the 
transparency and security of transactions, 
reducing the risk of fraud and tampering.

Why It’s Helpful: Blockchain’s decentralized and 
transparent nature makes it difficult for fraudsters 
to alter transaction data. This helps ensure the 
integrity of transactions and reduces the risk of 
tampering and fraud. 

7. Implement Real-Time Transaction Monitoring
Use real-time monitoring tools to detect and 
respond to suspicious transactions immediately, 
minimizing the potential damage from fraud.

Why It’s Helpful: Monitoring transactions in real 
time allows you to detect and respond to 
suspicious activity as it happens. This can stop 
fraud in its tracks, preventing significant losses. 
InBank’s account monitoring services automatically 
monitor your account for unusual activity and flag 
it for further review.
 
 8. Regulatory Compliance and Reporting
Stay up-to-date with evolving regulations and 
ensure that all processes comply with laws such as 
GDPR, PCI-DSS, and AML/KYC requirements.

Why It’s Helpful: Compliance with regulations 
ensures that you are following best practices for 
security and reporting, reducing the risk of fraud 
and protecting your business from legal and 
financial penalties. InBank’s secure debit and 
credit cards are EMV chip-enabled for enhanced 
security against card fraud compared to magnetic 
stripe cards.

Have Questions?
Let's Chat: 877.550.2321
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1. Automated Policy Enforcement
 
One of the primary fraud prevention benefits of 
expense management platforms is their ability to 
enforce company policies automatically. These 
platforms allow businesses to set up spending 
rules and guidelines that must be adhered to by all 
employees. Automated workflows ensure that any 
expense submission is checked against pre-
defined policies before it is approved for 
reimbursement. This minimizes the risk of 
fraudulent claims slipping through the cracks, as 
any deviations from the established rules are 
flagged for review.
 
2. Real-Time Expense Tracking and Alerts
 
Expense management platforms provide real-time 
tracking of all business-related expenditures. This 
continuous monitoring capability is crucial for 
detecting any unusual or unauthorized spending 
patterns as they occur. For example, if an 
employee consistently submits expenses that are 
just below the threshold for additional scrutiny, the 
system can trigger alerts for further investigation. 
By identifying suspicious activity early, businesses 
can take swift action to prevent potential fraud 
from escalating.

3. Receipt and Document Verification
 
Expense management platforms typically require 
employees to upload receipts or other supporting 
documents for every expense claimed. These 
receipts are then stored digitally, allowing for easy 
access and verification. Advanced platforms may 
even use Optical Character Recognition (OCR) 
technology to automatically scan and validate 
receipt details against the expense claim. This 
reduces the likelihood of fake or altered receipts 
being used to justify fraudulent expenses, 
ensuring that only legitimate claims are 
reimbursed.
 
4. Audit Trails and Accountability
 
One of the key advantages of expense 
management platforms is the creation of detailed 
audit trails for every transaction. Every action—from 
the submission of an expense report to its 
approval and eventual reimbursement—is 
recorded in the system. This comprehensive 
documentation provides a clear and transparent 
record that can be easily reviewed during audits or 
investigations. With a full history of who approved 
what and when, it becomes much harder for 
individuals to commit fraud without leaving a trace.

"By providing real-time insights 
and promoting accountability, 
expense management platforms 
mitigate risk by empowering 
organizations to make informed 
decisions, ensuring stability and 
resilience in an ever-changing 
economic landscape.” 

Expense Management Platforms
IMPORTANT ROLE IN PREVENTING AND MITIGATING FRAUD

Steve Sahli, SVP and Director of 
Treasury Management and Payments
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5. Segregation of Duties
 
Expense management platforms often incorporate 
role-based access controls, which are critical for 
maintaining the segregation of duties. By 
assigning different levels of access and approval 
authority to various roles within the organization, 
these platforms ensure that no single individual 
has the power to both submit and approve their 
own expenses. This separation of responsibilities 
significantly reduces the risk of fraudulent activities 
going undetected.
 
6. Data Analytics and Fraud Detection
 
Modern expense management platforms are 
equipped with advanced analytics tools that can 
identify patterns and anomalies in expense data. 
By analyzing trends across various parameters—
such as frequency of submissions, amounts 
claimed, and types of expenses—these tools can 
uncover red flags that may indicate fraudulent 
behavior. For example, an employee who 
frequently claims expenses outside of normal 
business hours or submits multiple small expenses 
in a short period may be flagged for further 
investigation.

 
7. Enhanced Compliance with Regulations
 
Businesses that fail to comply with financial 
regulations not only face legal repercussions but 
also create opportunities for fraud to thrive. 
Expense management platforms help ensure 
compliance with relevant laws and industry 
standards by enforcing strict documentation and 
reporting requirements. This not only reduces the 
risk of intentional fraud but also helps prevent 
unintentional errors that could lead to financial 
misreporting.
 

8. Reduction of Cash Handling Risks
 
Traditional expense processes often involve 
handling cash, which inherently carries a higher 
risk of fraud. Expense management platforms 
reduce or eliminate the need for cash advances 
and reimbursements by facilitating electronic 
payments and virtual card use. This digital 
approach minimizes the opportunities for cash-
related fraud, such as pocketing unspent funds or 
inflating expense claims.
 
 9. Improved Employee Accountability
 
When employees know that their expenses are 
being closely monitored and that any anomalies 
will be detected, they are less likely to attempt 
fraudulent activities. The transparency and 
oversight provided by expense management 
platforms create a culture of accountability, where 
employees are more likely to adhere to company 
policies and ethical standards.

The Association of Certified Fraud 
Examiners (ACFE) estimates that 
organizations lose 5% of their annual 
revenue expense to fraud, with the 
median loss per incident of $145,000.
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Digital transactions are increasingly common, and 
protecting your financial information has never 
been more critical. The rise of cybercrime and 
financial fraud has made security a top priority for 
consumers and businesses alike. Enter digital 
wallets—a revolutionary tool that not only makes 
transactions more convenient but also offers 
robust protection against fraud. In this article, we'll 
explore the fraud prevention benefits of digital 
wallets and why they should be a key part of your 
financial strategy.

Digital Wallets
THE ULTIMATE FRAUD DEFENSE

“With digital wallets, employers have access 
to real-time transaction tracking, while 
ensuring their employee cards are protected 
and follow secure payment protocols.”

1. Enhanced Encryption for Secure Transactions
 
Digital wallets use advanced encryption 
techniques to protect your financial data during 
transactions. Unlike traditional payment methods, 
where card information is vulnerable to theft, 
digital wallets tokenize your payment data. This 
means your actual card number is never shared 
with merchants, reducing the risk of fraud. With 
encryption and tokenization, even if hackers 
intercept your payment information, it’s useless 
without the actual card details.
 
2. Multi-Factor Authentication Adds an Extra 
Layer of Security
 
One of the standout features of digital wallets is 
the use of multi-factor authentication (MFA). To 
complete a transaction, users must typically 
provide multiple forms of identification, such as a 
password, fingerprint, or facial recognition. This 
makes it significantly harder for fraudsters to 
access your digital wallet. Even if someone 
manages to steal your password, they would still 
need to bypass additional security measures to 
complete a transaction.
 
3. Real-Time Transaction Monitoring
 
Digital wallets often come equipped with real-time 
transaction monitoring and alerts. You’ll receive 
instant notifications every time your digital wallet is 
used, allowing you to quickly identify any 
suspicious activity. If an unauthorized transaction is 
detected, you can immediately report it and take 
steps to secure your account, minimizing potential 
losses.
 
4. Limited Exposure with Virtual Cards
 
Many digital wallets offer the option to use virtual 
cards for online transactions. These are temporary 
card numbers that you can generate for specific 
purchases. Once the transaction is complete, the 
virtual card becomes invalid. This significantly 
reduces the chances of your main card being 
compromised in case of a data breach.

Jamie Winkler, VP, Treasury Management



5. Contactless Payments Minimize Physical Theft
 
Traditional payment methods, like swiping or 
inserting a card, often involve handing over your 
card to a merchant, increasing the risk of card 
skimming or theft. Digital wallets, on the other 
hand, support contactless payments, where you 
simply tap your device to complete a transaction. 
Since you never have to hand over your card, the 
risk of physical theft or card skimming is 
drastically reduced.
 
6. Built-In Fraud Detection Algorithms
 
Digital wallets often come with built-in fraud 
detection algorithms that analyze spending 
patterns and flag unusual activities. If the system 
detects a transaction that deviates from your 
usual behavior, it can automatically block the 
transaction and alert you to verify it. This 
proactive approach to fraud prevention can stop 
unauthorized transactions before they occur.
 
7. Easier Card Management and Deactivation
 
If your physical wallet is lost or stolen, you might 
not realize it until after your cards have been 
used fraudulently. With a digital wallet, however, 
you can quickly deactivate or remove cards 
directly from the app. Some digital wallets also 
allow you to lock your account remotely, adding 
another layer of protection in the event of a lost 
or stolen device.

Digital wallets represent a significant 
advancement in safeguarding financial 
transactions against fraud. As InBank’s Tony 
Colarelli, Pueblo Market President aptly stated, 
"Digital wallets are a game changer for our 
business debit and credit cards, offering 
enhanced security and real-time transaction 
alerts that significantly reduce the risk of fraud. 
They empower our clients to transact with 
confidence in a digital world." Embracing this 
technology is essential for navigating the 
complexities of today’s digital landscape while 
ensuring the safety of your financial operations.

"Digital wallets are a game 
changer for our business debit and 
credit cards, offering enhanced 
security and real-time transaction 
alerts that significantly reduce the 
risk of fraud. They empower our 
clients to transact with confidence 
in a digital world."

Tony Colarelli, 
Market President

Have Questions?
Let's Chat: 877.550.2321



Businesses today face increasing threats from 
various forms of fraud, including phishing, 
business email compromise, and imposter fraud to 
name a few. Educating employees on how to 
recognize and respond to these threats is essential 
for safeguarding company assets and information. 
Here are seven key tips to help your team stay 
vigilant and reduce fraud risks.
 
1. Recognize the Signs of Phishing
 
Employees should be trained to identify phishing 
attempts, which often come in the form of 
unsolicited emails or messages. Provide examples 
of common phishing tactics and encourage them 
to look for:
 

Suspicious Sender Addresses: Verify email 
addresses closely; slight misspellings can 
indicate a phishing attempt. More information 
on this below.
Urgent Language: Be cautious of messages 
that create a sense of urgency or pressure to 
act quickly.
Unusual Requests: Legitimate companies will 
never ask for sensitive information (like 
passwords) via email. Furthermore, if a 
text/email looks suspicious do not click on it.

2. The Devil is in the Details – Imposter Emails

Identifying imposter emails is crucial for 
protecting sensitive information. One effective 
strategy is to closely examine variations in email 
or web addresses. Fraudsters often use 
addresses that closely mimic legitimate ones, 
with subtle differences like missing letters, extra 
characters, or slight alterations in the domain 
name (for example, using “@company.com” 
instead of “@company.co”). Encourage 
employees to pay attention to these nuances, as 
even a minor discrepancy can indicate a 
phishing attempt. Verifying the authenticity of 
the sender's address before responding or 
clicking on links can significantly reduce the risk 
of falling victim to scams. 

3. Verify Unexpected Requests

Business email compromise often involves 
fraudsters posing as high-level executives or 
trusted partners. Educate employees to verify 
any unusual requests through a secondary 
communication channel. For instance, if they 
receive an email from the CEO asking for a wire 
transfer, they should confirm via a phone call 
before proceeding.

7 Tips to Educate Employees 
ON MITIGATING FRAUD RISKS



4. Stay Updated on the Latest Scams

Fraud tactics are constantly evolving, so it’s crucial 
for businesses and employees to stay informed 
about new scams. Regularly share updates about 
emerging threats through newsletters, team 
meetings, or dedicated training sessions. 
Encourage employees to report any suspicious 
activity, creating a culture of awareness and 
vigilance within the organization.
 
5. Promote Strong Password Practices

Educate employees on the importance of strong, 
unique passwords for each account. Encourage 
the use of password managers to help them 
manage their credentials securely. Additionally, 
advise against sharing passwords or using easily 
guessed information like birthdays or names. 
Remind them to change passwords regularly and 
use phrases or combinations of words that are 
harder to guess.
 
6. Beware of Changes in Vendor Payments

All employees, especially those responsible for 
paying vendors, should be aware of common 
tactics criminals use posing as trusted vendors. A 
common scheme responsible for millions of 
dollars in losses each year is for a “vendor” to 
inform a client that they have changed banking 
relationships, and to pay their future invoices to a 
new bank account. Always remember to make a 
phone call to the number you have on file – never 
confirm by replying to the email. By being vigilant 
with confirming payment instructions, you are 
protecting both yourself and your suppliers.
 
7. Incident Reporting

Establish a clear process for reporting suspicious 
emails or fraud. Openly encourage employees to 
feel comfortable to report anything that looks 
unusual.

By implementing these tips, you can empower 
your employees to be the first line of defense 
against fraud. Regular training and open 
communication about potential threats will help 
create a more secure workplace and significantly 
reduce the risk of falling victim to fraud schemes. 
Staying informed and vigilant is key to protecting 
both your reputation and assets.



Start by collaborating with your banker to thoroughly understand your 
current payables strategy, identifying areas where risk and inefficiencies 
may exist. This involves a detailed review of your account structure, 
payment processes, vendor management practices, and internal controls. 
By pinpointing vulnerabilities, such as outdated payment methods or 
insufficient vendor verification, you can work with your banker to 
implement targeted improvements. This might include adopting more 
secure payment methods or refining your fraud detection mechanisms to 
better safeguard against potential threats.

Collaborate with Your Banker

Protecting your bank accounts with Positive Pay is a crucial step in this 
partnership. Positive Pay is a fraud prevention tool that enables you to 
provide your bank with a list of authorized checks and their details before 
they are presented for payment. This allows the bank to verify each check 
against your approved list and flag any discrepancies or suspicious 
transactions before they are processed. By integrating Positive Pay into your 
financial strategy, you enhance your defenses against check fraud and 
ensure that only legitimate payments are made. This combined approach of 
refining payables and utilizing advanced fraud prevention tools provides a 
robust framework for mitigating financial fraud risk and securing your 
business's financial operations.

Protect Bank Accounts

Don’t wait – connect with your banker today to fortify your financial 
operations and safeguard your business against potential threats.

Don't Delay

"Partnering together with your banker at InBank is vital to understand and minimize your 
fraud risk. Together, we can implement tailored strategies that protect your assets and 
reputation, reflecting our commitment to helping our clients and communities thrive.” 

Three Steps to Start Today

Becky Limoge, SVP Market President

Let's Chat: 877.550.2321




